
The Business Continuity Institute (BCI)
The Business Continuity Institute (BCI) enables members to obtain guidance and 

support from fellow business continuity practitioners. 

•  http://www.thebci.org/ccact.htm or bci@thebci.org

The Civil Contingencies Secretariat (CCS)
The Civil Contingencies Secretariat (CCS) sits within the Cabinet Office.  CSS guides 

and co-ordinates activity taking place across government departments and wider 

stakeholders to ensure the UK is resilient to any event which could pose a disruptive 

challenge to the welfare and day to day activities of the UK. 

•  www.cabinetoffice.gov.uk/secretariats/civil_contingencies/index.asp

UK Resilience 
The Government’s aim is to reduce the risk from emergencies so people can go about 

their business freely and with confidence. This website exists to provide a resource for 

civil protection practitioners. 

•  www.ukresilience.info/

USEFUL WEBSITES

Not all crises are as dramatic as a 
hurricane or a terrorist attack.  In fact 
they are usually much more mundane.  
For example imagine a manufacturer of 
electronic goods who relies entirely on 
a single supplier for a key component?  
If that supplier goes out of business, 
then the manufacturer is unable to 
produce.  The result can be lost business, 
redundancies and quite possibly loss of 
investor confidence.

Pre-crisis Planning
Whatever the type of crisis, “pre-crisis 
planning” is critical to effective crisis 
management and a business’s long term 
(and sometimes short term) survival.  It 
is all about being prepared. Pre-crisis 
planning starts with a company assessing 
its risk profile to identify all the possible 
crises that could occur.  The process is as 
follows:

•  Identify all possible crises usually by a 
facilitated brainstorming session.  Often 
up to 50 possible crises are identified.

•  Consider the risk factor for each crisis 
(calculated by severity multiplied by 
probability)

•  Identify which risks can be mitigated or 
eliminated

•  Finalise a short-list of crises (normally 
5 – 10) for which detailed procedures 
should be prepared

Risk mitigation
A toy importer should ensure that all the 
necessary EC tests have been carried out 
and passed by an accredited laboratory.  
This would reduce the possibility of 
their toys reaching the European market 
and then having to be recalled due to 
safety issues.  The official data from the 
European Commission shows that this is 
not always happening - in the EU in 2006 
there were 221 toy recall notifications 
which represented 24% of all non-food 
consumer product recalls.  

Crisis Procedures
The next step would be to identify the crisis 
team and develop procedures to assist 
with the immediate management of a 

crisis as well as the longer term business 
continuity elements.  For example, if there 
is a gas explosion at a manufacturing site, 
how do you decide whether to evacuate 
the entire site as opposed to partial 
evacuation?  If you evacuate a product 
manufacturing site is it possible that more 
hazards will arise because machines were 
left turned on?

Also, can the Local Authority emergency 
planning officer organise for the local 
sports centre to be used to accommodate 
all the displaced employees and perhaps 
local residents?

In the case of food or consumer product 
safety issues, there is also a legal 
requirement under European Regulations 
to inform the National Authorities.  

Similarly in the case of injuries and 
fatalities at work, there is also a legal 
obligation to inform the authorities.  

Unless the company has considered the 
implications of these sort of crises, they 
may not be fully aware of even their legal 
obligations.

Crisis Training and
Simulations
Once procedures are developed per 
crisis type, the crisis team should 
receive training covering the company’s 
procedures and the importance of crisis 
management.

Finally, a programme of crisis 
simulations should be developed to be 
carried out on an annual basis.  These 
simulations should be as realistic as 
possible.  For example, RQA has carried 
out crisis simulations involving product 
contamination, malicious threats, gas 
explosions and avian flu.  

This process of “pre-crisis planning” 
which should be ongoing will enable 
the Directors and senior managers of a 
company to be satisfied that they have 
done what they can to prevent a crisis 
and to ensure they and their teams are 
best prepared. 
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ecent figures from the DTI show that 
more than half of the most serious 
threats affecting large organisations 

originated from within. Two-thirds of 
large organisations suffered from staff 
misusing their systems, and four out of ten 
organisations were the victims of theft or 
fraud involving computers. 

Nordea Bank in Sweden reporting a loss 
of $1.1 million to organised criminals 
over a three-month period, with a key 
logging Trojan at the heart of the scam.  
The Nordea bank incident illustrates the 
fact that modern cybercrime has “come of 
age” driven at least in part by the arrival 
of organised criminals using sophisticated 
techniques base on to extract significant 
amounts of money from organisations and 
their partners without detection.

TJX the parent company of TK Maxx 
suffered a major breach of personal data, 
with the loss of over 45 million credit and 
debit card numbers. The means by which so 
many details were stolen was sophisticated 
but it is certainly a clear warning to 
organisations of all sizes to ensure that 
their security efforts are adequate to protect 
against a similar fate.

Denial of service attacks are also a threat 
to the security of enterprises and can even 
impact the Critical National Infrastructure 
of a country as shown by recent denial of 
service attacks on Estonia which caused 
unprecedented disruption to banking and 
government systems.

According to Peter Woollacott, CEO, Tier-
3 www.tier-3.com, ”to protect themselves 
from these new threats enterprises need 
the broadest possible visibility of their 
threat status and the ability to manage and 
respond to emerging risks as they occur.

This requires the monitoring, analysis 
and contextualisation of events across the 
enterprise in real-time and the resulting 

immediate alerting and response to 
unacceptable or risky events; whether 
previously identified or unknown.  Such 
capabilities will help protect against 
customer details being stolen as in TK Maxx, 
a new worm reeking havoc as at Nordea 
Bank, or a Denial of Service attack of the 
type that disabled IT networks in Estonia.”

Andy Kellett, Senior Research Analyst, 
Butler Group commented, “technology is 
now available that is capable of constantly 
collecting and consolidating enterprise 
information from networks, servers, 
applications, end-point devices or security 
appliances to provide a holistic view of 

all systems activity.  Through the use of 
a centrally controlled security console 
operational risks can be managed to provide 
an appropriate response to most IT related 
threats.  Huntsman from Tier-3 is such a 
technology. It identifies both known and 
previously unseen threats like: DoS and 
DDoS attacks, data leakage resulting from 
accidental or malicious activities, as well as 
a wide range of threat types which are often 
collectively referred to as zero day threats.
 

“Huntsman does not rely on regular 
updates of rules or black-lists to determine 
what is acceptable, it uses behavioural 
anomaly techniques to compare all events 
to a baseline of acceptable behaviour and 
prioritises those which are significant 
enough to merit further action. Essentially, 
It enables the integration of existing rule-
based point solution outcomes into a 
single system that manages known and 
new threats so that losses and reputational 
damage can be protected and regulatory 
obligations met.”

How to fight
unknown threats and 
the enemy within

“More than half of 
the most serious 
threats affecting large 
organisations originate 
from within”.
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Peter Woollacott, CEO, Tier-3

“Pre-crisis planning 
is critical to effective 
crisis management and 
the survival of your 
business.”

Crisis preparation -
expect the unexpected 

Vince Shiers, Managing Director, RQA Europe Limited, 
v.shiers@rqa-europe.com, www.rqa-europe.com

vailability of information and BC is 
something that is required by every 
organisation, not just to cover an 

incident that may or may not happen, but 
to simply ensure that the business stays in 
business.  Experts such as those in our panel 
agree to not understanding why there is a 
BC mentality mindset of “I don’t want to do 
it but suppose I must”  when it is all about 
staying in business for your stakeholders 
– staff, suppliers, customers, shareholders.  
If businesses do not think about it in those 
terms, rather more as an added cost to doing 
everyday business, then they deserve to be 
doomed.   

BC must become firmly focussed in the 
Boardroom. Mike Osborne, MD of ICM 
Business Continuity Services, winner of the 
coveted 2007 BC Service Provider of the Year 
and Most Innovative Product of the Year 
for their Disaster Cover Direct (the low cost 
packaged BC service for smaller businesses 
and the supply chain), believes that too 
many executives feel they have insurance 
to cover BC and that is enough.  

He insists that insurance alone just “doesn’t 
cut it” with the most common first-time 
reaction to the need for BC being “well I have 
insurance for that”. The issue with this, says 
Osborne, is that, while insurance can cover 
physical loss, the process is based on paying 
out compensation, which can takes months 
if not years to agree and receive. 

“During this time your business will not 
be able to meet its commitments to your 
customers, pay loyal and experienced staff 
and, subject to cash flow, pay suppliers 
for goods and services. In the aftermath of 
a disaster, customers and staff will want 
reassurances that ‘they will be OK’, that 
the order will be delivered and their job is 
secure. If reassurances aren’t forthcoming, 
or lack substance, it will be natural for 
them to look after their own interests by 
moving to another supplier or getting a new 
job”.

Keith Tilley, UK MD and Senior Vice 
President Europe, SunGard Availability 
Services agrees.  Insurance may pay out 

money but, he says, it doesn’t get your 
customers back or shareholder value 
returned when disaster has struck for 
whatever reason. When Sainsbury’s had a 
supply chain problem with either no product 
on the shelf for their customers or the wrong 
one, then purchasers walked across the road 
to an alternative and market share was lost.   

At a recent CBI dinner Tilley overheard 
executives struggling to understand the 
need for BC and for businesses to have 
to make plans. “Why can’t they see BC 
enables businesses to do more? They 
have a duty to their company to ensure 
they have availability of information at all 
times, to all personnel and,  to be effective, 
risk management must be embedded 
throughout the culture of an organisation 
not just left to IT, emergency planners, 
security managers and so on.”

Tilley tells of a pitch to a company 
boardroom.  After five minutes the CEO 
stopped the sales-shot and asked the 
Finance Director: “How much is our turnover 
in a day? How much profit do we make on 
that in a day?   How much repeat business 
do we get out of each customer?” Advised for 
every £1 spent, a customer spends another 
60p over the next 48 months the CEO 
confirmed if the Company were down for an 
hour it would lose £X + Y repeat business. 
Armed with this info the CEO asked Tilley 
how much he was charging for his BC 

lifeblood product?  It was equivalent to one 
hour.  A ‘done deal’ on BC that was based 
on business analysis & customer loyalty, 
brand reputation as well as continuation 
of operations, processes, information and 
survival.  Business as usual even if the worst 
should happen. If nothing else builds the 
case for BC this scenario does and Tilley 
believes it is “criminal” for companies of all 
shapes and size not to understand that.
 
Increasingly the consumers, community 
and customers expect no less.   The recent 
sewage contamination into the Firth of 
Forth in Scotland not only demonstrated the 
constant need for information availability 
as users required reassurance, but one 
person asked by a TV reporter for their 
views instinctively said “I pray they have a 
back-up plan” .

The man for a BC crisis as far as the UK is 
concerned is Bruce Mann, Head of Civil 
Contingencies Secretariat in the Cabinet 

Office who has responsibility for all manner 
of disaster and security protection plans. 

He admits UK businesses have much to 
learn from historically poor risk assessment, 
resilience planning, BC management and 
information protection. He told me there 
were too few people in the Boardroom 
who were alert to potential crises, “too 
many plans left on dusty shelves, serious 
deficiencies in process co-ordination, 
command and control, and not enough 
honesty at recognising weaknesses when 
events threaten UK welfare. Every time I go 
to a conference I find a bit of complacency, 
a bit of we’ve survived in the past, a lack of 
understanding and a bit of ‘we don’t know 
what to do’”. 

The case for building BC in the Boardroom 
has never been more needed if UK business 
is to bounce back from BC catastrophes, 
from any interruption, to information and 
operations recovery. 

The business of 
staying in business
Building the case for business continuity is a matter of fighting 
complacency and helping companies to help themselves

In Summary
BC must become firmly focussed 
in the boardroom. Commitment 
at the highest level is essential 
if a company is to ensure the 
necessary levels of protection for 
the business.
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“There are too many 
plans left on dusty 
shelves and not  
enough honesty at 
recognising weaknesses 
when events threaten 
UK welfare.”


