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�    Endpoint Protection
�    Anti-Virus
�    Anti-Spyware
�    Anti-Rootkit
�    Firewall
�    Anti-Spam

�    Centralised Remote Management
�    Host-Based IDS
�    Registry & Application Guard
�    Application Integrity Control
�    Cisco® NAC (Network Admission Control) Integration
�    Scalable, With Multi-Platform Support
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Is your business ready?
Most executives are aware that their company needs a business continuity plan, but are 
dragging their feet over implementation. That needs to change

A basic issue on UK business readiness is 
that most company executives, whether of 
multi-nationals or SMEs, acknowledge the 
sense of BC plans but remain indifferent to 
the need to spend time devoting resources 
to dealing with readiness. Chris Flint, Crisis 
Management Advisor, Special Contingency 
Risks, says there are “increasing number of 
companies who are putting more time and 
effort into continuity planning but there’s 
a significant gap between this and reality, 
which invariably is ‘we’re too busy’ and ‘will 
do next week’ mentality”. 

The external regulatory regime is 
increasing the demands on companies, 
and there is expectation on companies 
from shareholder pressure, stakeholder 
concerns etc. Companies suffer onerous 
overload with statutory priorities, including 
Health & Safety, with many businesses 
expecting one person with a skeleton staff 

to undertake too often H&S, environmental 
and security issues then take on critical 
incident readiness. In many establishments 
the BC manager is negotiating with a firing 
squad with role responsibilities.

Non executive directors have a responsibility 
to push the Board and there is a need for 
them as advisers to be more responsive. 
Slow decision-making meanwhile causes 
problems in UK BC planning processes.
Marathon Technologies examined the state 
of business continuity preparedness in 
UK organisations. The results show a clear 
area of risk for companies who take too 
long to decide even what type of business 
continuity solution they want to implement.   
The research, conducted by Tickbox.net, 
included responses from almost 700 IT 
workers, managers and directors showing 
35% of companies take more than 6 months 
to reach a decision about what level of 

business continuity solution they should 
have, even before beginning implementation. 
As many as a fifth of total respondents took 
a full year or more to reach this point. 

In addition, 10% of companies had no 
type of business continuity solution in 
place at all, including basic data back-
up. 89 respondents (13%) indicated their 
companies had undertaken no planning, 
analysis or research to discover what 
business continuity protection they 
needed.

Nick Turnbull, director, EMEA at Marathon 
Technologies, said: “In some ways, these 
results are not a huge surprise as we’ve seen 
this reflected in many of the companies we 
talk to. What does constantly surprise us is 
the fact that companies are willing to put 
their whole livelihood on the line because 
they believe ‘it will never happen to them’. 
It’s laudable that businesses go through a 
full analysis of their needs and their best 
suppliers, but this really should not be at 
the risk to their continuity. A year or even 
six months is too long to not be protected. 
Businesses clearly need to speed up their 
assessment processes to make sure that 
they are in an optimum position faster 
when it comes to business continuity. This 
sort of roulette is not feasible for any sort of 
business.”

There are other concerns, too,. regarding 
preparedness.  There are supply chains 
linking organisations, industries and 
economies. Pre-9/11, growing concerns that 
commercial supply chains had become more 
‘brittle’ were rarely voiced in public because 
any suggestion that a supply chain might 
be vulnerable could undermine confidence 
in the companies concerned, potentially 
leading to competitive disadvantage.  
Without collaboration and integration 
measures across the whole supply chain 
(vendor-supplier-customer) the risk to 
business is magnified. 

As a result of their concerns about the 
impact of failure in their own supply 
chain, smaller businesses are reliant 
upon the larger corporates, with mature 
business continuity plans and experienced 
professionals, reviewing SME preparedness.  
Mike Osborne, MD of the Business 

Availability Group ICM,  says: “An increasing 
number are including the need to have 
business continuity plans contained in 
standard conditions of purchase. I would 
like to see such organisations actually seek 
to work with their SME suppliers, to help 
break down the barriers and provide advice, 
support and guidance that will ultimately 
be to their mutual benefit”. 

For many SMEs in the UK, having a reliable 
business continuity plan is seen as a luxury 
that only larger organisations can spare the 
time and budget for. Paradoxically though, 
the impact of a disaster is proportionally 
far greater for a smaller firm than would be 
the case in a larger organisation, as they 
don’t have the numbers of support staff and 
redundant infrastructure that can mitigate 
the impact on the business. Authorities 
suggest that whilst less than 40% of UK 
SMEs have a business continuity plan, some 
80% without a business continuity plan at 
the time of a major incident were never able 
to reopen. 

UK business must better prepare for when 
things go wrong.

In Summary
Ten percent of UK firms in a recent 
survey had no BC programme at 
all. Many others have been slow 
to implement their strategies. But 
believing that ‘it will never happen 
to us’ offers no protection at all.

With a heritage spanning three 
centuries, Royal & SunAlliance is 
the oldest insurance company in the 
world still trading under its original 
name.  Understanding risk is the key 
component of Royal & SunAlliance’s 
business – today, over 20 million 
people across the world trust it to 
minimise risk in their lives.  As a 
risk management expert, Royal & 
SunAlliance recognises the challenge 
of effectively servicing customers 
at all times and its continuity 
processes have lessons for all types of 
organisations. 

Its major challenge involved 
developing a plan global in scope, but 
local in detail.  Royal & SunAlliance 
needed to ensure its operations - that 
span 130 countries - were ‘always 
on’ and its 24,000 strong employee 
base has access to the information 
required to service its customers.

“Three years ago we formalised 
continuity planning and processes 
across the business.  We developed 
templates with six crucial elements 
of continuity planning to cover 
everything from identifying and 
training worksite control teams to 
emergency response procedures 
to specific technical resilience 
requirements,” explains Ian 
Houghton, manager, continuity and 
technology, Royal & SunAlliance.

“Once plans are customised locally 
we begin intensive testing.  Every 
site and control team throughout 
our business is tested on a rolling 
basis using real-life scenarios.  
Employee readiness is the lynch 
pin of our continuity culture and we 
communicate the importance and 

relevance of our continuity approach 
from day one, when employees 
are given their ‘Introduction to 
Continuity Management’ Induction,” 
Houghton continues.

Manchester Fire Presents 
Extreme Continuity Test

In 2004, Royal & SunAlliance faced 
its biggest continuity test to date.  
Communication in the North West 
of England came to a standstill 
after fire broke out in a BT tunnel 
in Manchester city centre.  As a 
result, Royal & SunAlliance offices 
were rendered inoperable and it 
called upon SunGard Availability 
Services to relocate over 800 staff to 
workplace recovery centres.

“Our primary SunGard recovery site 
in Stockport was also affected by 
the fire and so we had to re-deploy 
our staff to a secondary facility in 
Warrington.  Since we had tested our 
plans and had a durable contingency 
plan in place, we adapted quickly 
to the situation and had our first 
employees back to work in less than 
three hours,” Houghton said.

Today, Royal & SunAlliance 
continues to lead in continuity 
readiness by planning and testing for 
all types of scenarios.  

“Not only has our testing prepared us 
for any situation, it has also produced 
innovative by-products.  One 
example is specialised home working 
technology, which stemmed from 
pandemic flu planning,” Houghton 
said.

www.sungard.com
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Global composure in the face of adversity
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Source: The lifecycle diagram, BSI British Standards BS 25999-1:2006
Code of practice for business continuity management


